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AFTALE OM VPN-ADGANG FOR ANSATTE OG STUDENTER

Agreement on VPN access for employees and students V2
Ny VPN-bruger / New VPN user
Navn Login ID
Name Login ID
Afdeling Mobil
Department Mobile
Udleb Kun for studenter og midlertidigt ansatte,
. Students and temporary employees only
Expiry

anmoder om falgende type(r) VPN-adgang til DMUs netvcerk og servere;
requests the following type(s) of VPN access to DMU's network and servers:

[0 webVPN - browser adgang fra alle steder / WebVPN - browser access from anywhere
Husk at opgive mobil-nummer / Remember to provide mobile phone number
O Standard portal for afdelingen / Standard portal for the department
O Kontor PC / Office PC DMU-WS- O WakeOnLAN funktion / function
O Tilpasset portal med adgang til: / Custom portal with access to:

[J VPN Kiient - fuld adgang fra DMU ejet PC / VPN client - full access from DMU owned PC
Navn pd PC / Name of PC: DMU-WS-

O Fuid adgang - VPN-router, fast IP-adresse /Full access - VPN-router, fixed IP-address

O ADSL skal oprettes (separat skema) / ADSL to be ordered (separate form)
O Brug eksisterende ADSL / Use existing ADSL connection

[ secureMobil® SmartPhone netadgang / SecureMobil® SmartPhone network access
Husk at opgive mobil-nummer / Remember to provide mobile phone number

Bemcerk: Brugere af VPN typerne i denne boks vil vaere omfattet af reglerne om “Multimedie
beskatning”.
Note: Users of the VPN types in this box will be taxed according to the "Multimedia tax” rules.

Den undertegnede bruger erklcerer sig indforstéet med at overholde DMUs IT-
sikkerhedspolitik (se uddrag pd bagsiden). Den undertegnede Forskningschef eller
Sektionsleder godkender brugerens adgang til DMUs net og servere og vil bisté
vedkommende i opretholdelsen af DMUs IT-sikkerhedsniveau.

The undersigned user agrees to abide by DMU's [T-security policies (see excerpts on the
reverse). The undersigned Head of Department or Section authorizes the user's access to
DMU's network and servers and agrees to assist the user in maintaining DMU'’s IT-security
level.

Dato / date Bruger / User Dato / date Forskningschef / Head of Department

NB: BEGGE sider af denne formular skal sendes til DMUs IT-afdeling
NOTE: BOTH sides of this form must be sent to DMU's IT Department




Uddrag af DMUs IT-sikkerhedspolitik for VPN-adgang

VPN-adgangen er strengt personlig og md /kke deles med andre. Password skal
hemmeligholdes og den 2. faktor (mobiltelefon og/eller certifikat) skal beskyttes pd
passende vis. Ved enhver mistanke og tab eller misbrug skal DMUs IT-afdeling omgdende
kontaktes.

Ved brug af fuld VPN klient ska/den underliggende PC have et fuldt opdateret anti-virus
program, vcere fuldt patch-opdateret, og Firewall beskyttet. Certifikatet md jikke overferes
tilen anden PC.

Ved VPN-router mé& VPN-forbindelsen a/ene benyttes over en DMU-ejet PC
Ved SecureMobil® ska/telefonens tastaturlds med PIN kode aktiveres.

DMUs IT-afdeling skal konsulteres i alle tvivisspergsmdl og kan orientere om DMUs samlede
IT-sikkerhedspolitik.

Excerpts from DMU:'s IT-security policy for VPN access

The VPN access is strictly personal and may not be shared with others. Passwords must be
kept secret and the 2™ factor (designated mobile telephone and/or certificate) must be
protected. DMU's IT-department must be contacted at once if loss or misuse is suspected.

When using a full VPN client the underlying PC must have a fully updated anti-virus
program and must further be fully patched and Firewall-protected. The certificate may not
be transferred to another PC.

When using a VPN router, the VPN connection is restricted to a DMU-owned PC
When using SecureMobil® the mobile phone's key lock with PIN code must be activated

If in doubt DMU'’s IT-department must be consulted. The Department can also advise on
DMU'’s overall IT-security policy.

Til IT-afdelingens interne brug / For the IT department’s internal use

Checkliste O AD mobilnummer O SMS Passcode gruppe:

-WebVPN O Portal:

- Kontor PC | O Portal links | O WOL PHP fil DMU-WS-
MAC adresse: : : : : O Shutdown ikon

- VPN klient | O AD remote adgang O Maskincheck O Certifikat invitation
Certifikat navn: DMU-WS- O Enrolliment checket

- InterJak O InterJak klargering 0O SPP konfig O Koncentrator konfig
Lebenr: DMU IP-adresse: . . .

-SecureMobil | O Tilmelding til TDC IP-adresse: 172+ 26 -

Dato Evt udigbsdato |

Oprettet af O Vejledning(er) sendt

Noter




