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[bookmark: _Toc147130351]1. Basic information:

	System/product name
	 

	Date of risk assessment:
	

	Participants:
	

	System/data classification:
	A, B or C

	Type:
physical / digital / mixed
	

	  System owner:
	Name

	Operations/systems manager:
	AU IT/own operation/outsourced/mixed

	Project manager:
	Name

	Users:
	Who is the user group?

	Data owner:
	Which named person with associated function decides who is allowed to access data?

	Written procedures:
	Are these required to ensure and control correct and lawful use of the system and its assets?




[bookmark: Indledning][bookmark: _Toc147130352]2. Opening remarks
Before a newly developed or newly procured system is implemented, a risk assessment of the information security consequences of the project/system must be carried out. It is important to have a risk-based approach when assessing new systems and projects that are going to be operationalised, or when assessing existing systems and projects. 

The risk assessment must be performed in order to ensure that management is aware of the risks associated with the implementation and subsequent use of the system. It is possible to approve the solution with reservations, meaning that parts of the system/solution may not be taken into use. 

If, for some reason, a system has been implemented without a risk assessment, a risk assessment must be completed as soon as possible in order to be able to adjust the system for any risks. 

Red italics in the document mark sections that must be filled in with information for use as the basis of the risk assessment. 

Remember to use a risk-based approach to identify the most important risks that could create the biggest problems for AU if something goes wrong and could have major consequences for research, education or people. These risks must be assessed with regard to consequence and probability.


[bookmark: _Toc147130353]3. System/product description
Brief description of what the system/product is to be used for at AU – what is the purpose of using the system/project?


[bookmark: Overordnet_vurdering_og_indstilling][bookmark: _Toc147130354]4. Overall assessment, conclusion and recommendation
In this field, the system owner/project manager should write a brief summary of the overall assessment, conclusion and recommendation. The purpose of the summary is to enable the relevant managers to skim it before reviewing the analysis and confirming in writing their acceptance of the information security risk assessment.

[bookmark: Metode][bookmark: Analyse][bookmark: _Toc147130355]5. Analysis

[bookmark: _Toc147130356]5.1 Personal data
If the dimension of data protection rights has been included from the very beginning, it will be much easier to comply with the requirements regarding risk assessment and impact assessments, cf. the Danish Data Protection Agency’s ‘Guidance on the use of cloud’, section 3:

“Know your services

A basic prerequisite for the lawful processing of personal data is that you are cognisant of and have identified (i) what personal data you are processing, (ii) for what purpose(s) and (iii) how the data are processed...

Risk assessment concerning data protection...

 In other words, you have to carry out a risk assessment concerning data protection pursuant to the provisions on the responsibility of the controller and on data protection by design and by default. This risk assessment should not be confused with the risk assessment concerning security of processing... Your risk assessment concerning data protection must be carried out on the basis of the intended processing activity as a whole. If the processing activity is supported by an IT system, the system and its layout shall also be included in the assessment.”
	







[bookmark: _Toc147130357]5.2 Information about personal data in the system/product:

1.Is personal data to be processed? 
	Yes/No


2. Can we and will we avoid personal data? 
	Yes/No 


3. Does the entire system process personal data? 
	Yes/No 


4. Is it possible to delimit subsystems that process personal data?
	Yes/No 


5. Is the personal data anonymised/pseudonymised in a part of the system? 
	Yes/No 




If data and personal data is collected and stored, consider preparing an impact assessment for the data subject’s rights when the risk assessment is prepared[footnoteRef:1]. [1: Impact assessment (au.dk)] 


1. Describe in general what data is to be collected:
	Fill out 


2. Describe in general why you need the data and what they it is to be used for
	Fill out


3. Describe in general who can access the data: 
	Fill out


4. Describe in general how collecting personal data adds value to AU:
	Fill out









	
What kind of data/personal data is processed in the system/product:
Describe and assess briefly on the basis of the four categories in the AU data classification model.
 Classification of data (au.dk)

	No.
	Short description of the data
	Classification categories: (Public, Internal, Confidential, Sensitive) 

	x
	Fill out
	Fill out

	
	
	

	
	
	








[bookmark: _Toc147130358]5.3 Risk assessment (with regard to data protection)

A data protection risk assessment must address the risks of a breach of the data subject’s rights and freedoms to which the data subject may be exposed in connection with the processing of their personal data. The data controller must take the place of the data subject and consider the risks to which the data subject will be exposed in the planned processing activity(ies) to be performed by the data controller.

Confidentiality:

How likely is it that others will have unintentional access to personal data? This also applies to personal data processed by a data processor (please tick relevant box) 
☐ Unlikely (1) 
☐ Not very likely (2) 
☐ Likely (3) 
☐ Expected (imminent) (4) 
Reason: 

What would be the consequences of unauthorised access to personal data be for the data subjects whose data is processed by the product? 
☐ No or insignificant consequences (1) 
☐ Inconvenient consequences (2) 
☐ Critical consequences (3) 
☐ Unacceptable consequences (4)
Reason:  





Likelihood times consequences (e.g. unlikely x inconvenient consequences = 1x2 =2) (tick the table) 

	        Probability
          X
Consequences

	No or insignificant consequences
	Inconvenient consequences
	Critical consequences
	Unacceptable consequences

	Unlikely 

	1☐
	2☐
	3☐
	4☐

	Not very likely
	2☐
	4☐
	6☐
	8☐

	Likely

	3☐
	6☐
	9☐
	12☐

	Expected imminent
	4☐
	8☐
	12☐
	16☐
















What has been done to limit the likelihood and the consequences? 
Description:


Integrity:
 
How likely is it that personal data will be inadvertently changed? This also applies to personal data processed by a data processor (please tick relevant box) 
☐ Unlikely (1) 
☐ Not very likely (2) 
☐ Likely (3) 
☐ Expected (imminent) (4) 
Reason:  


What will be the consequences of inadvertently changing personal data for the people whose data is being processed in the project? (Please tick relevant box) 
☐ No or insignificant consequences (1) 
☐ Inconvenient consequences (2) 
☐ Critical consequences (3) 
☐ Unacceptable consequences (4) 
Reason:  










Likelihood times consequences (e.g. unlikely x inconvenient consequences = 1x2 =2) (tick the table)

	Probability
          X
Consequences

	No or insignificant consequences
	Inconvenient consequences
	Critical consequences
	Unacceptable consequences

	Unlikely 

	1☐
	2☐
	3☐
	4☐

	Not very likely
	2☐
	4☐
	6☐
	8☐

	Likely

	3☐
	6☐
	9☐
	12☐

	Expected imminent
	4☐
	8☐
	12☐
	16☐











What has been done to limit the likelihood and the consequences? 
Description:



Accessibility:
 
How likely is it that personal data will not be accessible, e.g. due to an IT failure or the bankruptcy of a data processor? This also applies to personal data processed by a data processor (please tick relevant box) 
☐ Unlikely (1) 
☐ Not very likely (2) 
☐ Likely (3) 
☐ Expected (imminent) (4) 
Reason:


What will be the consequences of lack of access to personal data for the data subjects whose data is being processed in the project? (Please tick relevant box) 
☐ No or insignificant consequences (1) 
☐ Inconvenient consequences (2) 
☐ Critical consequences (3) 
☐ Unacceptable consequences (4) 
Reason:   










Likelihood times consequences (e.g. unlikely x inconvenient consequences = 1x2 =2) (tick the table) 

	Probability
          X
Consequences

	No or insignificant consequences
	Inconvenient consequences
	Critical consequences
	Unacceptable consequences

	Unlikely 

	1☐
	2☐
	3☐
	4☐

	Not very likely
	2☐
	4☐
	6☐
	8☐

	Likely

	3☐
	6☐
	9☐
	12☐

	Expected imminent
	4☐
	8☐
	12☐
	16☐















What has been done to limit the likelihood and the consequences? 
Description: 





 
[bookmark: _Toc147130359]6 Regulatory considerations

The regulatory area is split into three areas:

a) Legislation
b) Organisational responsibility of the user
c) Other legal ties 

Re. a) Legislation. 
Which legislation and rules apply for the data and the system you want to use? This often involves the Danish Act on Processing of Personal Data (Persondataloven) with the associated Security Ministerial Order. Other regulations and agreements such as EU legislation will also be involved. In this context, consider that, in legal terms, when data moves across the internet it also moves across national borders, unless the data transport and storage are very tightly controlled.

For example reference the Danish Act on Processing of Personal Data (Persondataloven) and the EU GDPR.



Re. b) Organisational responsibility of the user

It may be necessary to protect the data/information to be processed either individually or collectively. It may also be necessary to draw up guidelines or put technical limitations in place and ensure that users know what is, and what is not, correct use. Possibilities of attachments, flex fields and to send cases directly from the systems should be considered in order to think through whether these may cause security breaches.

For example: Primary users will be... who must.... Non-necessary user access to personal data must be avoided. Relevant instructions should be prepared for administration and management of the solution. 
For example: Other users include..., who must.... Non-necessary user access to personal data must be avoided in such cases as well. Relevant instructions for the supervision and control of user access and rights should be prepared.

Re. c) Other legal ties.

Not only legislation can impose constraints on the use and processing of data/information. Agreements concluded with collaboration partners such as data processing agreements and other rights may also determine the regulatory framework. Sometimes these agreements impose requirements that are stricter than those stipulated in legislation. 


[bookmark: _Toc147130360]7. Technical issues
Describe the technical security elements of the solution in general with regard to securing access to the information, security regarding storage, security regarding transport of data, known limitations, etc.

a) Storage of data (location, technology, encryption): 

b) Backup of data (location, frequency, storage): 

c) Communication of data (network, technology, encryption): 


[bookmark: _Toc147130361]8.  Acceptable downtime

How long is acceptable for the system/product to be down and inaccessible? 
Select an assessment in the table below.
						
	Down < 4 hours

Lack of accessibility will be time-critical almost immediately.
	Down 4-8 hours

Lack of accessibility should preferably not last more than one working day.
	Down 2 days

A couple of days without accessibility is the maximum permissible.
	Down < 1 week

Lack of accessibility may last more than a couple of days, but preferably no more than one working week.
	Down > 1 week

Lack of accessibility may last more than a week.

	X
	X
	X
	X
	X

	Reason/comment for selected assessment of downtime:
Fill out



The choice of acceptable downtime will affect the emergency response (technical and operationa [footnoteRef:2]) required for the system/project as well as the risk accepted in connection with downtime. [2:  https://medarbejdere.au.dk/informationssikkerhed/forretningsberedskab] 



[bookmark: _Toc147130362]9. AU’s risk landscape in connection with use

In the table below, list the risks identified and justifications for assessment and calculation of the risk score, and describe planned or existing mitigation measures. Focus solely on the risks incurred by AU by using information/data and processing it in connection with implementing the system. Assess the largest risks with regard to impact and probability.

The risks must be named on the basis of whether they have been assessed with regard to:
· Confidentiality (C): Only people with a legitimate need have access to information.
· Integrity (I): Information must be consistent and in a form that can be trusted.
· Accessibility (A): Information must be available to the right people when they need it.

It must be possible to draw a risk landscape which the organisation can consider through the steering committee/system owner. Insert the risks from the risk table in the matrix under item 8, stating a Cx, Ix or Ax number.

Consequences (C) and probability (P) are weighted from 1-4 for C, I, A , where 4 is the most critical. Assess and weigh the probability of a risk occurring and what the impact could be. 

The system owner determines the consequences of these risks, if possible in dialogue with someone from management, and assesses what this will mean for the company. The consequences are indicated using the following scale:
1 Insignificant (unimportant)
2 Slightly serious (troublesome)
3 Very serious (critical)
4 Grave and destructive (unacceptable)

An example of an impact assessment is that disclosure of information about important research results or the research results of a large number of research projects may negatively affect turnover/reputation (High impact).
In a dialogue with other IT and operational experts, the system owner assesses the probability that the experience-based risk in question will become an actual security incident. The probability is indicated using the following scale:
1 Unlikely 
2 Less likely
3 Likely
4 Expected

When evaluating the probabilities, take into account the administrative and technical security measures that have already been implemented and which can help reduce the experience-based probabilities. For example, training employees in the correct use of systems, tools and security in general can reduce the probability of information about research projects being disclosed. The same applies if you restrict the access of employees with just an operational need.

NB! 
It is important to describe and note the relevant risks and reasons for both the consequences and probability in the field "Why has the consequence/probability been assessed at these specific values?" in the risk assessment sheet. This is partly so the risk assessment can be presented to management and partly so a follow-up can be conducted on any changes in the risk landscape (threats, vulnerabilities, consequences and/or new topics to be assessed).

Table with probability scale and descriptions:[footnoteRef:3] [3: Content inspired by the Danish Agency for Digitisation. Guidance for IT risk management and assessment] 


	Value
	Probability
	Example description



	
1
	

Unlikely
	It is considered almost impossible that the incident can ever occur.
· Incident has not been experienced previously
· Only known from a few other public and private organisations, but none in Denmark

	
2
	
Not very likely
	The incident is not expected to occur
· Incident has not been experienced previously
· Only known from a few other public and private organisations, but none in Denmark

	
3
	

Likely
	It is probable that the incident will occur
· There is experience with the incident, but not within the last 12 months
· Known from other public and private organisations in Denmark (referred to annually in the press)

	
4
	
Expected
	It is expected that the incident will occur
· There is experience with the incident within the last 12 months
· Happens often in other public and private organisations in Denmark (often mentioned in the press)














Table with a consequence scale and examples of types of consequences:[footnoteRef:4] [4: Content inspired by the Danish Agency for Digitisation. Guidance for IT risk management and assessment] 

	Value
	1
	2
	3
	4

	Type of consequence and description

	Insignificant (unimportant)

	Slightly serious (troublesome)


	Very serious (critical)
	Grave/destructive (unacceptable)

	Strategic:
Entails limitations on the ability to act for a period of time
	No particular impact
	Planned activities can be carried out with minor adjustments

	Involves reassessment of important activities in the short term

	Important planned activities will not be carried out for a period of time

	Financial:
Leads to additional costs or losses

	No particular impact




	Additional costs and losses at a limited level, which may require minor budget changes
	Major financial losses with the risk of being put under administration

	Significant financial losses. Put under administration


	Administrative/procedural:
Entails administrative burdens

	Handled without drawing on the resources of the administrative functions

	Handled with a reasonable additional administrative burden

	 
Requires considerable additional and new administrative resources
	Requires unrealistic expansion of administrative resources


	Reputation:
Affects reputation negatively

	No particular impact


	Passing attention from isolated groups


	Widespread negative interest on the part of the general public which may lead to a limited loss of researchers and students
	Significant damage to reputation Responsible manager must resign


	Political/strategic: 
Entails limitations on the ability to act for a period of time

	No particular impact


	Planned activities can be carried out with minor adjustments

	Involves reassessment of important activities in the short term

	Management must resign Important planned activities will not be carried out for a period of time

	Relations with stakeholders: Affects relations with stakeholders

	No particular impact

	Deteriorated collaboration with some stakeholders

	General deterioration of collaboration with stakeholders
	Significant breakdown in overall collaboration with stakeholders


	Human: 
Entails consequences for the individual


	No particular impact

	The individual is subjected to some inconvenience but nothing serious
	Serious personal injury, either physical or mental
	
Serious risk of loss of life, disability or illness


	Privacy:
Leads to a breach of privacy 

	No particular impact

	There are formal deficiencies in the information given to the individual but not to a serious degree
	The individual is denied the rights to their own data. Non-sensitive data is transferred unlawfully

	The individual is exposed to unacceptable violations of their privacy.
Burdensome decisions are made against the individual on the wrong grounds. Sensitive data is transferred unlawfully.

	Breach of legislation Entails breach of legislation, e.g. of the Danish Public Administration Act and Criminal Code

	No particular impact

	Failure to follow administrative procedures and rules of a non-critical nature

	Breaches of law that are critical and can discredit AU.

	Critical breach of legislation, e.g. the Danish Penal Code. Responsible manager must resign




NB! The risk table below must be completed and include mitigation measures. 
[bookmark: OFF_Logo1AComputed][bookmark: OFF_Logo1AComputed_HIF]
[bookmark: OFF_Logo2AComputed][bookmark: OFF_Logo2AComputed_HIF]

[image: Skillelinjer][bookmark: OFF_Logo3AComputed][bookmark: OFF_Logo3AComputed_HIF]Aarhus University




Probability and consequence assume that mitigating measures are implemented

Page 9 of 17
Ver. 08.09.2023                                               Information security
Risk table:
The table below includes examples of risks (highlighted in red) within all three areas of Confidentiality, Integrity and Accessibility. Please insert any further risks that you consider relevant in relation to the system or project in this risk assessment. However, perhaps some of the examples given will be relevant. 
 

	Confidentiality


	#

Cx
	Risk
	Description: 
	Mitigation measures:
(what security measures are under consideration)

	Why has the probability/consequence been assigned these specific values?

	Likelihood

S
	Consequence 

C
	Risk 


(S*K)

	C1
	Example:
IT burglary (hackers, etc.)
	Fill out
	Fill out
	Fill out
	S
	C
	S*K

	C2
	Example:
Lack of training
	
	
	
	
	
	

	C3
	Example:
Application error 
	
	
	
	
	
	

	C4
	Example:
System error 
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	









	Integrity


	#

Ix
	Risk
	Description: 
	Mitigation measures:
(what security measures are under consideration)

	Why has the probability/consequence been assigned these specific values?

	Likelihood

S
	Consequence 

C
	Risk 


(S*K)

	I1
	Example:
Error integrating with  
	Fill out
	Fill out
	Fill out
	S
	C
	S*K

	I2
	Example:
Error integrating with  
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	






	Accessibility


	#

Ax
	Risk
	Description: 
	Mitigation measures:
(what security measures are under consideration)

	Why has the probability/consequence been assigned these specific values?

	Likelihood

S
	Consequence 

C
	Risk 


(S*K)

	A1
	Example:
Downtime due to system error
	Fill out
	Fill out
	Fill out
	S
	C
	S*K

	A2
	Example:
Downtime due to fire, water damage, etc.
	
	
	
	
	
	

	A3
	Example:
Downtime due to hardware error
	
	
	
	
	
	

	A4
	Example:
Lack of upgrade to  
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	








[bookmark: Tabelopstilling_af_sandsynlighed_og_risi][bookmark: _Toc147130363]10. Overall risk landscape: 
In the matrix below, insert the risks from the risk table under item 7, specifying the risks identified by using e.g. Cx, Ix or Ax numbers. The total risk landscape also includes the assessment of the risk landscape
	
	
Probability
X 
Consequences
            
	
No/insignificant consequences 
1
	
Inconvenient consequences
2
	
Critical consequences                             
3
	
Unacceptable consequences            
4


	
Unlikely
1

	
	
	
	

	
Serious Likely
2
	
	
	
	

	
Very likely
3
	
	
	
	

	
Expected that it would occur
4
	

	
	
	



Red: 	Must be considered and acted on immediately.
Yellow: 	Must be assessed and considered.
Green: 	No immediate need for reaction.

[bookmark: 4_Bilag_2:_Trusselskatalog][bookmark: _bookmark9][bookmark: 5_Bilag_3:_Vurdering_af_afbødende_tiltag][bookmark: _bookmark10][bookmark: _Toc147130364]11. Signature and confirmation

The result of this risk assessment memo with the risks listed has been approved and considered and will be assessed for any initiatives to be implemented to minimise risks 
when operating the system/project.

dd.mm.yyyy

Signature:   _________________________________________


System owner or manager responsible for the system/project.
image1.wmf

